Introduction

This guide provides a summary of how to integrate your 9ine Platform with Google's Single Sign-On
(SSO) solution using Google Workspace.

e Step 1 should be shared with your IT department,

® Step 2 should be followed by a 9ine Platform administrator, and

e Step 3is a user guide for all 9ine Platform users (a separate user guide is available to download in
‘Organisation Profile’).

Step 1 - Google Workspace Admin Console

Begin by asking a member of your IT department who has administrative permissions to
Google Workspace to approve the 9ine Platform, following the instructions below:

A. Login to Google Workspace Admin portal

(&
_ .
Enter your password ‘
Google wants to make sure that it's really you trying to access

admin.google.com

(5 T—— - )

[ Show password

English (United Kingdom) = Help  Privacy  Terms

B. Navigate to Security > Access and data controls > APl Controls

— OAmen Q, Searchfort
» 32 Apps Security > APl co
- @ Security

Overview
Alert centre

» Authentication

~ Access and data control

[ API controls ]

Client-side encryption

Context-Aware Access

Data classification
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C. Within the API Controls > Overview section click the Manage Third-Party App Access button

47 configured apps

165 accessed apps

MANAGE THIRD-PARTY APP ACCESS

D. Select the Add app button and click the OAuth App Name Or Client ID option

Security » APl controls » App access control

Google services 47 configured apps
Select access settings for Google service APls to control Manage the third-party apps and client IDs
what kind of third-party apps can request access to you've configured access. Learn more

these services. Learn more

View list View list
Configured apps Addapp ~ Download list  Bulk update list
+ Add afilter 0Auth App Name Or Client 1D
Android
D App name Type D

108
J n Redstor C Web 188132590817

E. Enter either of the following to locate the 9ine Platform SSO

e OAuth Name: 9ine Platform
® Client ID: 652758654376-3dn4jhg9r7eke4gld1upioah4iijgcgi.apps.googleusercontent.com
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F. Select the 9ine Platform from the list

App Search for an app by name or client ID. You can then select the appto configure an access setting for it

G. Select the users who will have access to the 9ine Platform either all users or organisation groups

X Configure an OAuth app
@ 0 @ onuthclentis — @ scope — @ 1 Q-

Selected application @ Sine Ap
Scope Select who to confi 10 org units, use bulk update.
Learn about bulk u
B3 include organisations +

BACK

H. Select the data accessible to the 9ine Platform; only limited access is required

X Configure an OAuth app
@ wr @ oauthclientivs (@) scope (@) Access to Googledata ()

Selected application @ 9ine App 550

Access to Google data

what type of access this app has to Google d

e afor users in the selected org uni
Learn more about app access
O Trusted

App can request access to all Google data

Allowlist for exemption from API access blocks in context-aware access.

Available only for apps added via OAuth client IDs. Learmn more

Allowlisted apps can be exempted from having AP access to Google services blocked by

access level assignments. This allowlist applies only for the org unit in scope.

@ Alowlistingan app here doesn't mean that s immediately exempted from API
access blocks. You'll need to explicitly exempt the app during access level

assignments to enforce the exemption. Learn more:

Limited

() Blocked

App carit request access to any Goc

BACK
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. Click the Finish button to complete the Google Workspace setup

& 20 @ oruthclientins — @ scope — (@) AccesstoGoogledata — () Review

@ ror selected org units, access settings that you configure also apply to their sub-org units, unless those sub-org units SEE CONFIGURED APPS [
previously had settings configured. View configured apps to see which org units have configured settings.
Learn how to check access settings

App

Client ID

376-3dndjhgdrPekedgldupioahdijgegl apps googleusercontent.com

Scope

orgunit (1)
Sine.com

Access to Google data

Limited

.

Step 2 - 9ine Platform Administrator Guide

A.Once your IT department has approved the 9ine Platform for Google Workspace, please submit
a request to support@9ine.com to activate the feature. After activation, your organisation's 9ine
Platform administrator will need to enable SSO through your Organisation Profile.

9ine
EDUQ01
Allen Smith
.a USR0O001
Cookie Preferences
My Profile
[

y | Organisation Profile

' Handshake

fn

People

o

- Provide Feedback
Relese Notes
Request Support
Switch Organisation

Sign Out
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B.You can toggle between enabling or disabling your organisation’s preferred SSO method and

click ‘Save SSO Settings’ to apply the changes.

Manage Single Sign-On (SSO) © Guides
G Google «©
=. Microsoft @ )

B save SSO Settings

C. Once enabling SSO via ‘Organisation Profile’, the SSO buttons on app.9ine.com will be enabled.

Login
Please enter your password to login or use
Single Sign-On (S50)

Email Address*

a.smith@rydellhighschool.com

Password*

Please type here

Forgotten Password?

Privacy Policy = Terms of Service = SSO Guides

D. Users can now link their 9ine Platform and Google accounts.

E. If a user does not link their 9ine Platform account, they can continue to use their username

(email address) and password.

F. To remove SSO integration, contact support@9ine.com.

© 9ine 05



G. Your users will no longer be presented with disabled SSO buttons or the following

toaster notification:

< Go Back
Share our Single Sign-On (550) guide with your IT

department to enable 5SSO for the 9ine App. X

Login
Please enter your password to login or use

Single Sign-On (SS0O)

Email Address*

a.smith@rydellhighschool.com

Password*
Please type here

Forgotten Password?

OR

~~ ]

< | =

Privacy Policy = Terms of Service 5SSO Guides
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Step 3 - 9ine Platform User Guide

To link your 9ine Platform and Google accounts, begin by navigating to app.9ine.com.

A. Enter your email address and click ‘Login’

B. Select the Google icon:

Login
Please enter your password to login or use
Single Sign-On (SS0)

Email Address*

a.smith@rydellhighschool.com

Password*

\ Please type here

Forgotten Password?

OR

G |&

Privacy Policy = Terms of Service = SSO Guides

C. Enter your Google account credentials as requested and following the instructions

provided on the following screen:

G Signin with Google

=
Signin

to continue to 9ine Platform

© 9ine

Email or phone
[ testuser@9ine.com

Forgot email?

To continue, Google will share your name, email address,
language preference and profile picture with 9ine App
SS0. Before using this app, you can review 9ine App SSO’s
privacy policy and Terms of Service.

craeeen
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~

G Sign in with Google

Test User

To continue, first verify that it's you

testuser@9ine.com Enter your password

[J show password

To continue, Google will share your name, email address,
language preference and profile picture with 9ine App
SSO. Before using this app, you can review 9ine App SSO’s
privacy policy and Terms of Service.

Forgot password? m

D. For first time login, it will take your consent to use your information for

the 9ine Platform as below.

G Sign in with Google
By continuing, Google will share your name, email address,
language preference and profile picture with 9ine App SSO.

Sig n in to Qine Platform See 9ine App SSO's privacy policy and Terms of Service.

You can manage Sign in with Google in your

testuser@9ine.com Google Account.

| Cancel Continue )

English (United Kingdom)  + Help Privacy Terms

© 9ine
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E. On next login, when entering your email address you will be presented with the following screen

Login

Please use Single Sign-On (SSO) to login.

Email Address*

a.smith@rydellhighschool.com

~
~/

Privacy Policy = Terms of Service
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